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CONTEXT 
The UK National Quality Infrastructure, international consumer rights 
and UK competitiveness context to the NCF vision for “digital” 
product safety. 
 
VISION 
A vision for digital product safety based on use of digital functional 
safety principles and requirements combined with product lifecycle 
requirements to deliver safe products on initial release to market 
combined with good practice requirements in maintaining that 
product’s safety throughout the lifecycle. 
 
RESPONSIBILITIES  
Clarity of product manufacturer’s lifecycle responsibilities. 
 
ENFORCEMENT 
The need for significantly better market surveillance, tools, 
enforcement and inspection. 
 
UK COMPETITVENESS  
National knowledge sharing for SME’s and innovation. 
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Section 1 Context to the NCF Response 
 
Introduction 
 
The NCF, as an independent consumer charity, has mainly addressed the consumer 
perspective of UK Product Safety. However, we do believe that good regulation and support 
for SMEs benefit consumers through higher standards, better understanding of their 
customer base and fair competition, resulting in greater trust and confidence in UK 
businesses. 
 
We have adopted the following main themes for our response to the consultation that are 
particularly relevant to the way that digital technology is becoming pervasive in consumer 
products: - 
 

- What is a product? 
- Accountability especially with respect to product liability 
- Duty of care with initial design and subsequent product activities 
- Foreseeable use/ misuse 

 
These themes are inter-related and doing what is good for the UK consumer should also 
help UK industry’s international competitiveness.  
 
Given the Government’s focus on maximising the UK’s competitive position in international 
markets and to set a wider context, firstly we present our views on the consumer global 
market relating that to what we address in the UK context. 
  
The global market for consumer goods and services  
 
Global household expenditure by consumers is over $30 trillion1 per annum (pre Covid-19) 
and in many cases is approximately 60% or more of many countries’ GDPs. The continued 
growth of the global consumer market seems to be assured after recovery from the 
damaging effects of Covid-19. 
 
The NCF sees the UK’s international competitive position for consumer goods and services 
as being based on quality rather than price. We are not a low-cost nation, and we do have 
high end skills as illustrated by our aerospace industry, financial services and the quality of 
our research.  Such high-end skills can be applied to take the quality high ground for 
consumers, defined as fit for purpose, easy and safe to use, inclusive and sustainable.   
 
To compete internationally we need to leverage better understanding of consumer needs 
and behaviours, to drive safe, effective and market-leading technologies and innovations. 
Our response to the consultation has been put together against this global background. 
 
 
 

 
1 OECD data for 2019 https://data.oecd.org/hha/household-spending.htm  

https://data.oecd.org/hha/household-spending.htm
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Consumers in the UK 
 
In 2019 UK consumers spent £1,390 billion pounds2 (62% of GDP).  
 
In addition, before Covid arrived, the population in their private lives were expected to 
consume a further £362 billion pounds3 of public services in Education, Health, Personal 
Social Services and Housing and the Environment during 2020 (16% of GDP) 
 
Consumer demand dominates the UK economy with private consumption of approximately 
80% of GDP. Failure to address consumers fairly with well supplied, safe, accessible, and 
sustainable goods and services costs the economy £10s of billions pa45  
 
A focus on quality for the UK consumer 
 
Quality through continuous improvement 
 
Fundamental to good quality systems is the “Plan, Do, Check, Act” Deeming cycle illustrated 
in Figure 1.  
 
Figure 1. Plan Do Check Act cycle with a lifecycle’s perspective 

 

 
 
 
 
Figure1 includes the 
introduction of new ideas 
and retirement of old, out 
of date, initiatives. This 
can apply to laws and 
regulations, standards as 
well as consumer 
products.  

 
  

 
2 https://www.statista.com/statistics/368665/consumer-expenditure-united-kingdom-uk/   
3 https://www.gov.uk/government/publications/budget-2020-documents/budget-2020  
4 

https://www.citizensadvice.org.uk/Global/CitizensAdvice/Consumer%20publications/Final_ConsumerDetrimen

t_OE.pdf  
5 http://thencf.org.uk/wp-content/uploads/2021/04/NCF-reply-to-CMA-July-2014-Consultation.pdf 

https://www.statista.com/statistics/368665/consumer-expenditure-united-kingdom-uk/
https://www.gov.uk/government/publications/budget-2020-documents/budget-2020
https://www.citizensadvice.org.uk/Global/CitizensAdvice/Consumer%20publications/Final_ConsumerDetriment_OE.pdf
https://www.citizensadvice.org.uk/Global/CitizensAdvice/Consumer%20publications/Final_ConsumerDetriment_OE.pdf
http://thencf.org.uk/wp-content/uploads/2021/04/NCF-reply-to-CMA-July-2014-Consultation.pdf
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The UK Quality Infrastructure 
When responding to the OPSS consultation’s specific questions there is common ground 
with the DCMS consultation with respect to a National Data Strategy6  (NDS) and the NCF 
reply to the NDS and OPSS consultations both apply the Government’s own quality 
approach7 as outlined below: - 
 

1. Standardisation – creates the national and international standards that describe 
good practice in how things are made and done. 

2. Accreditation – ensures that those who carry out conformity assessment, testing, 
certification, and inspection are competent to do so. 

3. Measurement – implements specifications and standards to ensure accuracy, 
validity, and consistency. 

4. Conformity assessment – entails testing and certification to ensure the quality, 
performance, reliability, or safety of products meet specifications and standards 
before they enter the market. 

5. Market surveillance – checks whether products meet the applicable safety 
requirements. If they do not, it involves taking the necessary steps to ensure 
requirements are met, or imposing penalties. 

 
Continuous improvement and the UK consumer 
 
Regulation  
Regulations carry out the intent of legislation enacted by parliament. The National 
Consumer Federation has been active for many years in promoting good regulation and 
good application of regulations. We refer to two documents published by NCF: 
 

i. The Consumer Charter for Regulators8 which is a statement of what consumers 
should reasonably expect from regulators. All regulators should have a remit to 
promote and protect the interests of consumers. It serves as a benchmark for 
assessing the quality and effectiveness of the important work these bodies carry out. 

ii. Proposed revisions to the Regulators’ Code (2014)9 which proposes that the 
Regulators Code be extended to ensure that regulators achieve a proper balance 
between consumer and business interests. 

 
Good regulation of consumer markets that achieves world best quality needs to address the 
following, which in turn requires best practice data systems to be in place: 
 

1. Putting consumers at the heart of what Government and Regulators do 
2. Understand what good outcomes look like for all consumers and deliver it 
3. Be an alert watchdog and act swiftly on behalf of consumers 
4. Be transparent and accountable to consumers 

 
6 https://www.gov.uk/guidance/national-data-strategy  
7 https://www.gov.uk/guidance/the-uks-national-quality-infrastructure  
 
8 http://thencf.org.uk/wp-content/uploads/2021/04/Consumer-Charter-for-Regulators-1-1.pdf 
9 http://thencf.org.uk/wp-content/uploads/2021/04/0001-NCF-Proposals-for-revision-of-the-BEIS-
Regulators-Code-2014-FINAL.pdf 
 

https://www.gov.uk/guidance/national-data-strategy
https://www.gov.uk/guidance/the-uks-national-quality-infrastructure
http://thencf.org.uk/wp-content/uploads/2021/04/Consumer-Charter-for-Regulators-1-1.pdf
http://thencf.org.uk/wp-content/uploads/2021/04/0001-NCF-Proposals-for-revision-of-the-BEIS-Regulators-Code-2014-FINAL.pdf
http://thencf.org.uk/wp-content/uploads/2021/04/0001-NCF-Proposals-for-revision-of-the-BEIS-Regulators-Code-2014-FINAL.pdf


OPSS UK Product Safety Review Call for Evidence  
May 2021                       

2021 06 17 NCF response to OPSS Product Safety Review Call for Evidence v01.docx 6 of 40 

Regulation in the UK is a mixture of Government, and Industry self-regulation bodies. All 
such regulatory domains need to be supported by a coherent data strategy with focus on 
the (world leading) quality of provision of goods and services.  
 
More detail on the NCF view of a key consumer quality supporting data strategy can be 
found in our November 2020 response to DCMS’s consultation on a National Data Strategy 
whose questions addressed similar ground to those of OPSS in some cases. 
 
Consumer Rights 
 
The UK product safety regime needs to address the core consumer rights10 which, being 
international, are a vital element to improve further UK global competitiveness in consumer 
markets.  
 
The 8th consumer right below aligns exactly with the Government’s actions and intentions 
for the UK green economy while rights 1-7 lay the essential framework for delivering the 
green agenda:  
 
1 The right to satisfaction of basic needs – to have access to basic, essential goods and 
services such as adequate food, clothing, shelter, health care, education, public utilities, 
water, and sanitation. 
 
2 The right to safety – to be protected against products, production processes and services 
that are hazardous to health or life. 
 
3 The right to be informed – to be given the facts needed to make an informed choice, and 
to be protected against dishonest or misleading advertising and labelling. 
 
4 The right to choose – to be able to select from a range of products and services, offered at 
competitive prices with an assurance of satisfactory quality. 
 
5 The right to be heard – to have consumer interests represented in the making and 
execution of government policy, and in the development of products and services. 
 
6 The right to redress – to receive a fair settlement of just claims, including compensation 
for misrepresentation, shoddy goods, or unsatisfactory services. 
 
7 The right to consumer education – to acquire knowledge and skills needed to make 
informed, confident choices about goods and services, while being aware of basic consumer 
rights and responsibilities and how to act on them. 
 
8 The right to a healthy environment – to live and work in an environment that is non-
threatening to the well-being of present and future generations. 
 
 

 
10 http://thencf.org.uk/about-ncf/consumers/ 

http://thencf.org.uk/about-ncf/consumers/
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Safety of consumer goods and services using digital technology 
 
The NCF have brought out the digital perspective of our work on consumer products 
because, of the NCF list11 of 800 product types purchased or used by the public in their 
private lives, approximately 25% have ‘gone digital”. 
 
When considering our responses to the OPSS questions addressed in section 2 of this paper 
two NCF papers developed with Electrical Safety First provide key concepts and propose 
requirements necessary to underpin any accreditation of products incorporating digital 
functionality applicable to both goods and services.  
 

• NCF /ESF Safety by Design Principles for Consumer Goods and Services with 
automated control features that affect physical safety (i.e. software controlled 
functionality)12  

• NCF A Framework for Digital Lifecycles and Consumer Protection13  
 

Functional Safety by Design Principles are based round the digital technology framework for 
consumer products of figure 2 
 
Figure 2. Digital control functions for consumer products 

 
 
Functions of automated product control.  
The key functionality that is likely to be incorporated into software controlled products 
consists of :  

 
11 http://thencf.org.uk/wp-content/uploads/2021/06/03.-800-goods-services-NCF-list-2018.pdf 
12 http://thencf.org.uk/wp-content/uploads/2021/06/01.-Digital-Functional-Safety-by-Design-Principles-NCF-
ESF-final-v1.pdf 
13 http://thencf.org.uk/wp-content/uploads/2021/06/02.-NCF-Consumer-Digital-Product-Lifecycle-Framework-
Feb-2021-v1.pdf 
 

http://thencf.org.uk/wp-content/uploads/2021/06/03.-800-goods-services-NCF-list-2018.pdf
http://thencf.org.uk/wp-content/uploads/2021/06/01.-Digital-Functional-Safety-by-Design-Principles-NCF-ESF-final-v1.pdf
http://thencf.org.uk/wp-content/uploads/2021/06/01.-Digital-Functional-Safety-by-Design-Principles-NCF-ESF-final-v1.pdf
http://thencf.org.uk/wp-content/uploads/2021/06/02.-NCF-Consumer-Digital-Product-Lifecycle-Framework-Feb-2021-v1.pdf
http://thencf.org.uk/wp-content/uploads/2021/06/02.-NCF-Consumer-Digital-Product-Lifecycle-Framework-Feb-2021-v1.pdf
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Sensors of (variations in) physical conditions in an environment or the condition of Users  

Actuators that allow digital signals to activate or vary the delivery of forces, power to 
machines, heating or lighting systems, or physical matter (liquids, gases, doses of medicines) 
or instructions/information to users 

Control functions realised in software  

Human user physical control/input means (hands-on, present, line of sight or remote 

Human interface systems (e.g. displays, speakers) 

Security features restricting access to control (and/or privacy) to specific user(s) 

The functional safety by design principles that have been identified are : 
 

Principle 1: Safe Sensing  

Principle 2: Safe Consumer Control  

Principle 3: Safe product actuation  

Principle 4: Safe remote control  

Principle 5: Design for real consumer abilities and behaviours  

Principle 6: Safe operation with digital unavailability of data or functionality  

Principle 7: Safe user interfaces  

Principle 8 - Security and product safety  

Principle 9 - Safe Installation / product set up 

These functional safety principles have been identified for products incorporating digital 
control due to the four ways in which software has the potential to introduce additional 
physical safety concerns. 

A)  Enabling remote control  
For network connected products whether the control is exercised by the 
consumer, another human, or an automatic system. Remote control loss due to 
connections and the inability to remotely sense unsafe hazardous conditions.  
 

B)  Ever-changing software and hence product functionality and performance  
Involving software in a consumer device, or a remote-control service, that is 
capable of being re-programmed during the lifetime of the product. Software 
change may be by download or physical replacement of the media on which the 
control software is stored.  
 

C)  Control involving use of algorithms for control in complex situations  
Ranging from complex algorithmic designs by humans through to involving or 
determined by artificial intelligence learning during use of the product by 
consumer(s). This would include most systems that allow a consumer to control a 
product by voice command  
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D)  Interactions between humans and automated control as control passes between  
     them or requires joint actions. 

Involving products where safe operation requires the automated control to pass 
control back to humans or for constant human supervision and intervention.  

 
The functional safety by design principles being applicable to the need for safe design 
reducing the risk of physical hams through design for foreseeable use, misuse and malicious 
use by 3rd parties. 
 
The paper proposing a Framework for Digital Lifecycles and Consumer Protection is in turn 
applicable to the duty of care across a product’s lifecycle. 

The NCF sees the need for product functional safety requirements combined with 
assessment of a product’s good practices across its lifecycle being essential for 21st century 
product safety and protection of consumers from harm. 

Relationship to previous NCF consultation responses  

In this response the NCF has made use of selected text that we have already input to DCMS 
on a National Data Strategy with a view to encouraging DCMS to think about, and address, 
the needs of other government departments. As BEIS are responsible for consumers, 
product safety and sustainability much of that DCMS response addressed what they should 
be doing for BEIS if DCMS was to genuinely deliver a national strategy.  

That previous text submitted to DCMS represents BEIS core responsibilities.  
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Section 2 NCF Response to the consultation questions in the UK Product Safety Review 
Call for Evidence  
 
Q1. How easy is it to understand the current framework of product safety regulation? 
What areas, if any, could be simplified or made easier to follow?  
 
Many past reports have established that consumers expect products that are placed for sale 
on the market to be safe regardless of the origin of the product, regardless of the price of 
the product, regardless of whether it was bought cross-border, regardless of whether it 
bears a mark. 
 
Many consumers do not have any notion of a framework or of the duties involved in placing 
a product on the market. In general, they have little knowledge of the exact functionality or 
design of what they have acquired for personal / household use. When functionality is 
digital then both design details and the functionality itself can change with frequent 
upgrades (see Box 1 ) 
 
From the NCF’s more informed perspective, the current framework developed over the last 
40-50 years has served us relatively well. However, this OPSS Product Safety Review is 
timely as markets have changed and developed more rapidly in recent years with further 
developments expected to accelerate into the future. 
 
While the NCF substantially addresses the issues of ‘digital’ product safety in our response, 
there has been an accumulation of complexity in safety regulation with both generic and 
sector regulations being put in place and the relationships between them being 
complicated.  
 
“What is a product?” Removing confusion and obscuration  
Consumers, as well as many industries and regulatory bodies, need to be able to clearly 
identify what has been made available to consumers through purchase and or agreement to 
use, such as personal use by software licence or rental agreement. This is necessary to allow 
product providers to design to meet the appropriate regulations and standards and for 
consumers and the legal system to determine where accountability and liability should be 
placed. 
 
The incorporation of digital functionality (software) into product offerings brings about 
many challenges not associated with the traditional use of ‘product’ as a hardware good. 
 
Modern products can consist of components that are hardware and other components that 
are software (digital code). That digital code element introduces a number of new 
challenges for product safety, as identified in the NCF Product Lifecycle paper and 
highlighted below in Box 1.  
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Box 1 – attributes of product digital functionality 

 
Products incorporating digital technology  
In addition to any consumer hardware provided, a consumer product’s digital functionality 
may be implemented as: 
- code (software / firmware) residing in a piece of hardware that is a component of the 
product as a whole, or  
- as separate software that runs on some existing consumer hardware already possessed by 
the consumer such as apps on smartphones, or  
- as code running on non-consumer i.e. organisational, computers somewhere across the 
Internet such as online personal banking or cloud services such as Amazon Web Services. 
 
Product organisations and liabilities  
There is often misalignment and lack of clarity in responsibilities between component 
suppliers, main suppliers, and end users14 .  
 
Rate of design change  
With digital technology products, design change is frequent compared to hardware design 
changes. Minor updates may take place every few months, while major upgrades may be 
carried out every year or two. This means that assessment and testing of functionality, safe 
operation, privacy, security etc. across many different use scenarios is difficult and is often 
expensive for each design level.  
 
Many different digital technologies  
Digital technology ranges from the relatively simple Radio Frequency Identification (RFID) 
‘tags’ with low power and very limited processing capability to Artificial Intelligence (AI) 
where large computers are programmed to simulate neural networks with plenty of power 
and processing available to the AI implementation.  
 
Diverse digital functionality sources  
Not all software is custom designed for each product. Like hardware, software comes as 
components that can be sourced from others and incorporated into the software design of a 

product. When such components are 3rd party Cloud services providing software as a 
service, not only is design control more difficult, but these Cloud services may in turn use a 
cascade of software component functionality from other Cloud software services, elsewhere 
on the Internet.  
 
Innovation in product design  
Each year many thousands of new consumer products come on the market, with innovative 
digital design creating product types different from those of the pre-digital era.  
 

 

14 ENHANCING THE DIGITAL SECURITY OF PRODUCTS A POLICY DISCUSSION OECD DIGITAL ECONOMY PAPERS 
February 2021 No. 306 Section 2.1.3. https/www.oecd-ilibrary.org/docserver/cd9f9ebc- 
en.pdf?expires=1613143262&id=id&accname=guest&checksum=B65D6C1F58F7A001681410E2AFF1FC79  
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Digital connectivity and security  
In addition to all the challenges above, the openness across the Internet has provided an 

opportunity for hugely more malicious use of products by 3rd parties exploiting human and 
technical vulnerabilities.  

 
To enable all to be clear what has been sold or licenced to the consumer for this review, a 
definition of consumer product should be built up from the ISO definition in ISO 10377 
‘Consumer product safety – Guidelines for suppliers’ 
 

“2.2 Consumer Product  
Product designed and produced primarily for, but not limited to, personal use, including its 
components, parts, accessories, instructions and packaging.” 

 
This definition should be expanded to make clear that software / digital coded functionality 
is included in the components part of the definition. In addition, product data should be 
included in the expanded definition.  
 

Consumer Product – NCF proposed definition 
Product designed and produced primarily for, but not limited to, personal use, including its 
components both hardware and software, data, parts, accessories, instructions, and 
packaging. 
Recognising that for network connected product software components may be provided 
remotely through code running on other’s hardware across the Internet.” 

 
When considering product design for use and misuse we propose these ISO definitions: 
 
ISO definitions in ISO 10377 ‘Consumer product safety – Guidelines for suppliers’ 

2.6 Foreseeable use 
Use of a product that is capable of being known or anticipated in advance based on a 
supplier’s best knowledge about the product. 
 
2.5 Foreseeable misuse 
Improper or incorrect use of a product that is capable of being known or anticipated in 
advance based on a supplier’s best knowledge about the product and human behaviour. 

 
Further the NCF proposes that an expanded product definition must be supported by 
requirements to provide product descriptions / definitions making clear the design structure 
and all functionality being provided by the product for consumer use, with agreement to the 
provision of the product to be made via a clear and transparent consumer transaction. 
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The role of 3rd party products in overall product operation 
 
In the consumer’s digitally connected world there is the additional issue of the role that 3rd 
party products play in a primary product’s ability to function properly for consumers. For 
this reason, the NCF has examined the role of such products in terms of their 
interoperability or their active integration to provide functionality. 
 
As part of the clarification as to what should be considered as legitimately within the 
product definition, clarity is needed with respect to interoperability with other products and 
integration with other products. See figure 3. 
 
Interoperability and hence independence of design responsibilities should be considered 
where products interact with other products through use of established interfaces ( e.g. 
application programming interfaces, transmission protocols like Wi-Fi standards ). This 
allows clear specification of what the 3rd party interoperating product will do for the primary 
products correct use of the interface.  
 
If both products either side of the interface are using it correctly then it should be possible 
to determine which of the interoperating products is creating the problem. There is the 
possibility that a combination of poor design both sides of the interface could occur in which 
case regulation needs to address a joint responsibility for problems and harms crated as a 
result. 
 
Figure 3 – Illustration of Interoperability and Integration of products 
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Integration: In this 3rd party product context, the primary product requires additional 
functionality to be created by, or for, the primary product organisation within the 3rd party 
product. A good example being the ‘skills’ creation in Alexa for the HIVE product to bring 
voice control of heating etc. into the HIVE product functionality.  
 
In such cases the 3rd party product should be viewed as a whole as a functional component 
of the primary product making the responsibility and accountability for proper safe 
functioning of the 3rd party product to sit with the primary product provider. 
 
These product clarifications for products incorporating digital technology are important for 
the NCF response to Q3 where we address the issue of accountability and liability as well as 
the process vs product assessment issue. 
 
Q2 In what areas, if any, should product safety regulation be strengthened or improved?  
 
The NCF would point to the erosion of understanding of past product safety standards used 
in support of regulation. The rationale for many of the requirements in past standards has 
been lost as has the past expertise that backed up such standards especially with 
Government expertise reducing with the EU ‘looking after’ safety regulation. 
 
To recover UK expertise to underpin a world leading position in trade the NCF recommends: 
- 
 

• Programmes to rebuild UK product safety expertise 

• Development of career paths, skills, and knowledge for product safety professionals 

• Making use of new standards structures that include explanations for requirements 
provided.   

 
Q3 Should regulation be targeted more at the product itself or the manufacturer’s 
systems that produce it? Please explain.  
 
Consumer protection depends on the actual design and performance of a product being 
effective for which manufacturers are accountable. 
 
For products with digital functionality regulation needs to address the principle of good 
lifecycle practice in providing that design protection, which is assessable and applied 
product by product. 
 
Regulation should not be based primarily on the internal systems or processes used to 
develop and produce the products, though these may help in bringing about products with 
the potential for harm removed or reduced 
 
Strengthening consumer protection to be safe from harm 
 
With respect to regulation of the products themselves and or the manufacturer’s systems: 
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• It is essential that the safety net of consumer protection should remain that 
accreditation against the relevant standards may bring with it a presumption of 
conformity  

• But liability can still apply even with standards applied if the product proves in use to 
be unsafe where design for foreseeable use and misuse or a duty of care with 
respect to that design have not been addressed by the manufacturer / product 
responsible organisation. 

 
This is illustrated in figure 4 below. 
 
Figure 4 – An accreditation model for products that addresses both product fitness for 
purpose and duty of care liability. 

 
 
The scope of safety regulation needs to be clear. The word safety is being used in many 
different harm contexts now. The English definition for example in the Collins online 
dictionary is given as:  ‘Safety is the state of being safe from harm or danger” supplemented 
by definition of the main impacts of harm – physical, financial, psychological, sexual, neglect 
and self harm15. 
 
Strengthening consumer protection with stronger product accountability 
For the individual consumer the technical issues of proving a defect that caused harm can 
be much too much for an individual and when digital technology is involved pretty much 
impossible.  

 
15 http://www.actagainstharm.org/what-is-harm  
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The role of expert organisations acting on behalf of consumers should be strengthened.  
 
Where digital technology is involved, in order to bring out technical design vulnerabilities 
before they are identified and exploited by bad actors, the professional world of security 
and safety experts and ‘white hat’ hackers should be incorporated into enforcement 
regulation. This should be undertaken in such a way that ‘white hat’ professionals benefit 
financially in exposing dangerous digital faults in consumer products. Liability fines should 
be large enough to cover government administration costs, recompense for consumers 
impacted and reward the professional parties who provide transparency of the product 
design issues. 
 
Assessment should be of the product and the product’s lifecycle – both are needed when 
digital technology is part of the product’s design ( ref Figure 4 ). 
 
Duty of care across the product lifecycle 
As indicated in the NCF ESF paper16 on functional safety by design for products using digital 
technology, traditional product type safety standards are very unlikely to keep up with the 
pace of change of digital design. 
 
Given all the extra digital complexity identified in the NCF response to Q1, product design 
and production responsible organisations need to show that they are exercising a duty of 
care throughout the product’s lifecycle as design changes are made and ‘hidden’ design 
vulnerabilities / faults uncovered and fixed throughout the lifecycle. 
 
The set of lifecycle activities / processes that need to be taken into consideration are 
examined in the NCF Lifecycle paper17 . In OPSS Question 14 we provide a basic list of 
lifecycle activities with those shown that should be required as the direct responsibility of a 
product organisation.  
 
Product safety standards – functional safety by design 
 
OPSS should mandate the basic safety principles and establish suitable British Standards for 
product digital functional safety starting with the major product groups like electrical 
appliances or toys combined with consumer protection through product lifecycle safe 
design practice. 
 
Q4. How could the current product safety framework do more to support innovation or 
the supply of new technologies to consumers? Using examples, how could it better 
anticipate upcoming changes in manufacture and production?  
 

 
16 http://thencf.org.uk/wp-content/uploads/2021/06/01.-Digital-Functional-Safety-by-Design-Principles-NCF-
ESF-final-v1.pdf 
17 http://thencf.org.uk/wp-content/uploads/2021/06/02.-NCF-Consumer-Digital-Product-Lifecycle-Framework-
Feb-2021-v1.pdf 
 

http://thencf.org.uk/wp-content/uploads/2021/06/01.-Digital-Functional-Safety-by-Design-Principles-NCF-ESF-final-v1.pdf
http://thencf.org.uk/wp-content/uploads/2021/06/01.-Digital-Functional-Safety-by-Design-Principles-NCF-ESF-final-v1.pdf
http://thencf.org.uk/wp-content/uploads/2021/06/02.-NCF-Consumer-Digital-Product-Lifecycle-Framework-Feb-2021-v1.pdf
http://thencf.org.uk/wp-content/uploads/2021/06/02.-NCF-Consumer-Digital-Product-Lifecycle-Framework-Feb-2021-v1.pdf
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The NCF includes here, in Boxes 2 and 3, the response already provided to DCMS’s 
consultation on a National Data Strategy (NDS) that directly relates to BEIS responsibilities. 
 
Experience across UK business indicates that they are comfortable with the product safety 
framework in providing a level playing field above which they can compete in the 
marketplace.  
 
This level playing field provides a suitable framework that does need some upgrading to 
support the support innovation, with knowledge of both past issues and new technology 
issues side by side. The NCF’s previous responses to the DCMS consultation on a National 
Data Strategy are provided below with our proposals to enhance the UK’s innovation 
capabilities. 
 
Box 2 – NCF response to DCSM question re SME’s 
 

What could central government do beyond existing schemes to tackle the particular 
barriers that small and medium-sized enterprises (SMEs) face in using data effectively? 

Data sharing for SME’s 
In terms of sharing data to be more effective and creating more competitive SME’s, 
especially for international markets, the Government should implement national databases 
for SME’s with structured knowledge that can be used to assist with product and service 
design providing data such as: 

• relevant regulations (UK and overseas ) and  

• standards,  

• known consumer needs and behaviours and  

• ethical practices.  
Note: Supported with access to expert advice and guidance where necessary to help SMEs 
interpret the data. 
 
The assembly of such data is expensive and often beyond the capabilities or affordability for 
smaller companies. Common access across the country, whether truly open or to accredited 
businesses, would help the levelling up agenda while bringing better ‘fit for purpose’ UK 
products to the consumer market.  
 
Reducing regulatory compliance costs for SME’s 
Whether for private, public or voluntary sector organisations, organisational software can 
both assist in the day-to-day operations of a business / organisation but also, if made part of 
the National Data Strategy, such software can be designed to deliver regulatory compliance 
data “at the touch of a button”.  This practice is already established in some sectors18 and 
those sectors or regulations that are not already supported in this way by operational 
software would need to be identified.  
 

 
18 https://www.bbc.co.uk/news/technology-54706263  

https://www.bbc.co.uk/news/technology-54706263
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The NCF would propose that the NDS includes programmes to work with sector software 
companies to embed / enhance wherever possible regulatory compliance proof as outputs 
from their sector’s SME software. 
 
 
 
 
 
Box 3 – NCF response to DCSM question re SME’s and innovation 

NDS Question: Beyond existing Smart Data plans, what, if any, further work do you think 
should be done to ensure that consumers’ data is put to work for them? 

SME Innovation 
Beyond the continuous quality practice advocated in this response to the consultation, the 
NCF would recommend that the national consumer products and services knowledge base 
proposed should ensure that consumer complaints by product type (anonymised by 
consumer and supplier ) and consumer comments and suggestions on product types should 
be shared as a key source of inspiration for SME innovation. 

 
In the context of innovation there is a learning process as implementation expands. New 
technologies often bring technical people into the business world or markets where they  
are unaware of the lessons of the past. When this is true innovators could be helped by the 
knowledge bases proposed in Box 2.   
 
However, innovation in its early days nearly always involves making mistakes through which 
old lessons are relearnt or new lessons learnt.  To help address this situation, Box 4 
proposes the innovative application of AI to consumer protection as per our DCMS NDS 
response. 
 
Box 4 – Application of AI to consumer protection 
 
NDS question: To what extent do you agree with the functions set out for the Centre for 
Data Ethics and Innovation (CDEI) - AI monitoring, partnership working and piloting and 
testing potential interventions in the tech landscape? Please explain your answer. 

In the context of the national quality infrastructure, continuous improvement, and our 
proposals in Q5 we recommend enhancing the use of AI to help regulators, market 
monitoring and enforcement agencies to survey the digital world for 
 

• Unfair terms and conditions 

• Unsafe products for sale online  

• Harmful web sites  

• Misleading information made available to the public through whatever online 
mechanism is used – news sites, social media etc  

 
 
Q5. What areas of the current regulatory framework could be tailored to create more 
opportunities for UK innovation and manufacturing?  
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As more technologies come to hand there are many changes to traditional product lifecycle 
practice going on in the highly innovative 21st Century. As innovation takes place the 
regulatory framework should be analysed and considered in more detail than the product 
and its functionality providing protection against physical harms. More detail is provided in 
our response to Q10. 
 
Products can be designed, developed, produced, distributed, contractually enabled for 
consumer use of the product’s functionality through for example ownership, licence to use, 
or rental with such contracts being made via many different types of retail channel and then 
with product support provided in many different ways.  
 
Coping with innovation and determining who should be held responsible for what, needs 
careful consideration against this significantly more complex background, especially when 
the design is frequently changed over the lifecycle with software updates. See Box 5 
 
Box 5 - An illustration of the variability of product lifecycle business choices that impact the 
determination of responsibilities and liabilities for implementing and maintaining product 
functional safety. 

Type of lifecycle activity Examples of product business decisions 
 
R&D    Own development or subcontracted 
    Buy in product and customize or just badge it 
    Technologies to be used e.g. AI, RFID near field 
 
Purchasing   HW and SW licenses 
    Amazon Web Services for “Cloud” services  
 
Internal supply   pre-existing HW or SW components 
    Use of systems e.g. biometrics, billing 
 
Production   Own production or subcontract  
and distribution   Contracted out HW /SW distribution 
 
Marketing and sales  Own sales, franchises, via distributors 
    Product consumer segments and characteristics  
 
Retail    Own high street shops, major retailers etc. 
    Online – own site, via established online retailers 
 
Legal    Product relevant regulation  
    Contracts for supply of product to customers 
    Product certifications needed 
 
Customer support  Own support 
    Franchised agents 
    SME’s  e.g. sell and offer repair service 
 
Business model   Sources of product profitability over the lifecycle 
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                                        e.g. sales of accessories and components for repair, 
                                                     data sharing, servicing and support charges etc. 

 
Q6. How well is the conformity assessment system working? What are your experiences 
of it and of self-assessment?  
 
Assessment and accreditation 
The current framework needs enhancing as indicated in our response to Q3 so that it 
assesses a product’s functionality “ex-factory” (initial release to market as a safe product) 
but also in order to address design that is continually being updated, assessment needs to 
include that product’s provision of a duty of care across the product’s lifecycle (ref Figure 4). 
 
It should be remembered that self-assessment is only effective if independent monitoring 
and enforcement are realistic and adequate. Without these independent activities 
providers’ standards slip and slide. 
 
Market monitoring and enforcement  
As has been shown by recent research19 from Unchecked UK the ultimate safety net for 
consumers of independent market monitoring and enforcement where necessary has been 
far weakened in the 21st Century while the complexity of product regulation in the 21st 
Century for new harms arising from new technologies and market innovations has 
increased. 
 
Q7. Reflecting on the response to the COVID-19 pandemic (as set out in the case 
7 study), what changes could be made to help bring safe products to market more  
quickly?  
Assuming that the key part of the response to the Covid-19 pandemic was the vaccine 
development we are using the Channel 4 documentary as per the link below as our insight 
into what it took to achieve such a world leading result. 
 
https://www.channel4.com/programmes/jabbed-inside-britains-vaccine-triumph 
 

• Close regulatory oversight of significant product innovation 

• The importance of testing prior to product release for general use – and for 
innovative products ideally trials with volunteers prior to general release 

• Investing in market surveillance as to the effectiveness of the product in protecting 
people and to identify any residual lower-level risks such as blood clots to enable 
suitable mitigation measures to be taken while the product continues generally 
perform to people’s benefit. 

• Economic evaluation of insufficient protection: Forming a view of the cost of poor 
quality by evaluating  the cost to the economy of the product not performing 
properly / being fit for purpose in its protection role . This in turn informs the value 
of bringing products up to standard. 

 
 

 
19 https://www.unchecked.uk/wp-content/uploads/2020/11/The-UKs-Enforcement-Gap-2020.pdf  

https://www.channel4.com/programmes/jabbed-inside-britains-vaccine-triumph
https://www.unchecked.uk/wp-content/uploads/2020/11/The-UKs-Enforcement-Gap-2020.pdf
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8. What role should voluntary standards play in product safety? What are the benefits and 
drawbacks of linking regulation to voluntary standards?  
 
Linking regulation to standards – benefits 
In the CBI Director General’s speech “Now For Something Completely Different: CBI 
Director-General Tony Danker's keynote speech on the future of the UK economy” Feb 
2021, he identified and confirmed the observation from Andy Haldane that “the diffusion 
engine of the UK economy has stalled”. The UK is not good at sharing best practice. 
 
The NCF has already proposed as part of a National Data Strategy a national data sharing 
approach to support SME innovation (see in this response  Q3 Box 2 ) which would be a 
major step forward in sharing best practices. 
 
In such sharing in order to uplift SME knowledge and practices the British Standards 
Institution provide an ideal tool for such an approach. BSI’s standards process whether fast 
track via Publicly Available Specifications (PAS’s ) or full British Standards, involve multi 
stakeholder engagement in their development.  
 
For consumer products (i.e. goods and services ) that consumer stakeholder engagement is 
vital and achieved via the UK’s national Standards body BSI with its Royal Charter and its 
internal processes to ensure that consumers have a recognised place at the table. 
 
A technical note:  
British Standards embed ‘good practice’ which is what people usually mean by ‘best 
practice’.  
This is an important understanding as ‘good practice’ enables sharing without giving away 
an individual company’s competitive advantage – which a literal use of best practice would 
imply.  
Good practice provides a level playing field above which space is left for innovation and 
competitive advantage for individual companies to exploit. 
 
Another area of benefit for the role of voluntary standards in regulation is that it is easier 
for the standards world to keep up with the technical changes in the market especially if the 
regulation is expressed at a “Principles” level. 
 
Voluntary standards – drawbacks 
 
While meeting voluntary standards usually provides consumers with protection from harm 
it still remains possible for product providers to occasionally produce a design that causes 
harm.  For this reason, the safety net of regulation has to remain so that product liability still 
applies even if voluntary standards have been met. As a safety net that liability should be 
founded on design for foreseeable use and foreseeable misuse including malicious use, and 
a duty of care across each product’s lifecycle  
 



OPSS UK Product Safety Review Call for Evidence  
May 2021                       

2021 06 17 NCF response to OPSS Product Safety Review Call for Evidence v01.docx 22 of 40 

A safety net in regulation should also be used to underpin for consumers the issues of 
complex relationships between generic and sector specific regulation where the safety net 
regulation is there to cover any gaps that might exist or come about.  
 
9. What are the key challenges for regulating product safety in online sales? What has 
worked well in terms of regulation and where are the opportunities?  
 
As Which? research20 showed the ‘policing’ of the sale of unsafe products through non-
traditional e-commerce outlets is very challenging and ineffective when applying current 
practices.  Yet these channels to consumers are popular and much used. 
 
The Internet allows the unethical providers of harmful products to hide their true location 
and change their apparent Internet addresses very easily in order to move on and to keep 
providing their harmful product to consumers. 
 
It may be that any e-commerce service whether as online retailing or proving a platform for 
sale of consumer products may have to adopt the Financial Conduct Authority approach21 
with regulatory registration, assessment, monitoring and enforcement of their online 
services.  
 
It is essential in terms of a level playing field that the responsibilities and liabilities for online 
retailers (clicks ) are the same as for physical location retailers ( bricks ). This will need 
careful examination of online services to establish where they fulfil some, or all, of the 
defined functions of a retailers.    
 
List 1 contains a preliminary list of retail functions that can be used to establish whether an 
on line service is a retail service or not. This list is under discussion between the NCF and 
ESF. 
 
List 1 - The retail functions include:- 

1. Access to a product browsing and purchasing environment 
2. Product portfolio selection 
3. Stocking of products 
4. Display of products 
5. Consumer interaction for decision support 
6. Pricing of products 
7. Consumer browsing space (physical / online )  
8. Selection of products by consumers as those they wish to purchase = “basket” 
9. Checkout i.e. transaction / contracts / payment for the products  
10. Arrangements for consumer taking possession e.g. bagging up, delivery 

arrangements if delivery offered as a separate service by retailer 
11. Shopping accounts i.e. registration with retailer as an account. 

 
20 https://www.which.co.uk/news/2020/07/fake-ads-real-problems-how-easy-is-it-to-post-scam-adverts-on-

google-and-facebook/ 

 
21 https://register.fca.org.uk/s/ 
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12. Removal of harmful products from sale 
13. Provision of product sales information 
14. Retail environment security for theft and fraud 
15. Keeping retail environments safe for trading, organised, clean, tidy and healthy 
16. Dealing with returns  
17. Dealing with complaints 
18. Assisting with product recall 

 
Q 10. Thinking particularly about new models of distribution and supply (including online 
sales and the sharing economy), is it always clear where responsibility /  
liability for product safety lies?  
 
The NCF has considered this issue in the context of products with digital functionality where 
the ever-changing upgrades of code emphasises the duty of care over the lifecycle of the 
product. Add to that the increasing technical complexity of consumer products and it 
becomes more difficult for those providing a retailing function to check all the products on 
their ‘shelves’ be those physical or virtual shelves. 
 
Clarifying responsibilities, accountability and  liability  
 

(1) Firstly, there must be clarity over what has been sold to the consumer. Regulation 
should require full and accurate description, backed up where necessary with 
technical detail, of the product and its functionality supplied as a result of a 
consumer transaction. 

 
Technical note 
“Sold’ has been used as shorthand for transactions that may involve agreement for many types of 
supplier recompense – income from a one off sale, rental income, value from agreement to share 
data, or in the case of public services (libraries, education, health services etc. ) funding from the 
public purse. 

 
(2) Then regulation must require clear identification of a single party who is to be held 

liable for the product – its design, development, production, release to market and 
due care with respect to the product’s design over its lifecycle. (see also OPSS Q14 ). 

 
(3) As within the UK’s Quality Infrastructure, product providers should be able to be 

accredited, via a UKAS approved scheme with relevant standards for design for 
foreseeable use and misuse and lifecycle duty of care. Such accreditation conferring 
a presumption of compliance with the regulation – but still subject to safety net 
clauses that relate to use of voluntary standards. 

 
(4) Then importers, retailers and others in the distribution channels to consumers 

should be required to demonstrate due care (proportionate to their size and 
capabilities ) in putting products ‘on their shelves’ or products passing through their 
hands. 
 

(5) Post-sale suitable timescales for retailer responsibilities should be established. 
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(6) The long-term duty of care should sit firmly with the product provider.  

 
Q 11. To what extent are product safety issues arising from consumers producing (e.g., 3D 
printing) and / or hiring out and selling products to each other?  
 
Currently for private sales it is ‘buyer beware’ for goods previously made by a professional 
organisation. So a degree of fitness for purpose can be expected and this is covered by 
existing law.  
 
Like the pre-online world of sales via ‘Exchange and Mart”, and similar, case law has 
established where the level of sales means that they can no longer be treated as private 
sales but as a trader with the accompanying application of business law and responsibilities.  
 
This private or trader distinction by level of sales (typically per annum) needs to be 
maintained in the online sales environment. An additional requirement for the online world 
should be to clearly state online whether your sales, hiring etc. are private or as a trader. 
 
3D Printing 
In the case of 3D Printing at home for private sales this is not just sale but now includes 
production of an object to be used by others.  
 
For now, the NCF would not make specific proposals but would refer OPSS to Figure 5. This 
diagram was submitted some time ago to ISO COPOLCO22, ANEC23 and BSI CPIN by Peter 
Eisenegger NCF Director Consumer Digital Concerns in his roles with these organisations.   
 
There are many 3D Printing issues to be thought through such as:- 

• validation of the design represented by the code the printer uses to be safe 

• prohibition of unsafe design code and of printing dangerous products  

• printer materials quality and assurance thereof  

• ensuring printing materials match both the design of the product to be printed and 
materials that the printer was designed to handle 

• the fitness for purpose and protection of the 3D printer itself  
 
 
 
 
 
 
 
 
 
 
 

 
22 International Standards Organisation Consumer Policy Committee  
23 The European consumer voice in standardisation 
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Figure 5 – 3D printing in different environments 

 
 
 
Q 12. Have you any insights on whether consumers know what to look out for ensure a 
product is safe when buying online and /or how to raise safety concerns? How  
could these processes be made easier or clearer?  
 
While labelling and consumer information play a role in consumer protection and choice the 
top priority is ensuring the actual safety of each product. That is more important than 
consumer information. More specific informational factors are as follows : 
 

a) Where there are residual safety issues that cannot be designed out of the product 
then it is acceptable to provide consumer safety information 
 

b) There is a role for consumer information such as pre-purchase product information 
may include claims such as conformity with production standards, with overall 
condition or of compliance with prescribed maintenance, software updates installed 
etc.  
 

c) Online one of the key factors taken into account by consumers is other consumers 
reviews of the product. The NCF produced a key report on trust in online reviews in 
201324. Any online review system has to be trustworthy to provide consumer 
valuable information for their choices. There needs to be regulation ensuring 

 
24 http://thencf.org.uk/wp-content/uploads/2021/06/04.-Trust-Schemes-for-Consumers-2013-Final-
Report.pdf 
 

http://thencf.org.uk/wp-content/uploads/2021/06/04.-Trust-Schemes-for-Consumers-2013-Final-Report.pdf
http://thencf.org.uk/wp-content/uploads/2021/06/04.-Trust-Schemes-for-Consumers-2013-Final-Report.pdf
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trustworthiness of online reviews if these are to play an important role in consumer 
information. More detail can be found in the NCF Trust report.  

 
d) When it comes to consumers seeking information about unsafe products a ‘one stop 

shop’ with product safety information including recalls and harmful products should 
be established and promoted by OPSS. 

 
e) Feedback from online retailers about unsafe products and their provision of 

information about unsafe products should be considered in developing regulation. 
 

f) Information about the right to reject unsafe products should be provided as for 
example distance selling regulations allow consumers to reject products that are 
demonstrably unsafe but like products bought in bricks-and-mortar retailers defects 
may not be immediately obvious.     

 
Q 13. What role should voluntary commitments, such as the Product Safety Pledge, play in 
consumer protection from unsafe products? Can you share any evidence or experiences of 
the benefits and drawbacks?  
 
Too many businesses only do what is required by regulation 
 
Product Safety Pledge appears to rely on knowledge of the supply chain and links to data 
bases listing products that have been reported as ‘unsafe’. The seller is thus undertaking to 
supply products that are not ‘knowingly unsafe’. The cynical might say it provides a defence 
for the seller rather than protection for the consumer.    Online retailers should be able to 
demonstrate due care in allowing “products being displayed on their virtual shelves”. That 
needs to extend beyond removing proven unsafe products from sale and include reasonable 
checks on products accepted into their retail environment. 
 
14. What might a typical product lifecycle look like in the future as we move towards 14 a 
circular economy? Can you provide examples, including of connected and  
second-hand products?  
 
The circular economy needs to start with the primary product lifecycle which has been 
addressed by NCF paper on digital lifecycle. 
 
Firstly, the responsibilities that the NCF proposes for designer/manufacturers of primary 
products  
 
In figure 6 below the NCF proposes the core responsivities of the product manufacturer / 
designer with the responsibility for product support, such as hot lines and technical ‘guru’ 
support, should be applied where the product’s technical complexity needs consumer 
support. 
 
For all other parts of the lifecycle those organisations should be provided with product 
information, and where needed specialist support, such as to enable them to carry out their 
own lifecycle services competently and with due care. 
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In addition, retailers and possibly importers should be able to demonstrate due care in 
selection of products to place for sale whether or not there is any specific product 
information provided by the manufacturer. 
 
Figure 6 – An NCF proposal for key product designer/manufacturer responsibilities and 
accountabilities 

 
 
Then second hand markets and disposal / initial part of recycling at end of primary life 
should be taken into account.  
 
See Figure 7 where the NCF proposes that secondary use be addressed in four domains 
shown as A to D in Figure 7 
 
Figure 7 Secondary use of primary product material resources  
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A Reuse of the product  
In this case we address the recycling activity of organisations whether commercial voluntary 
or public sector. The whole product needs to be checked out and refurbished as necessary 
against relevant standards complemented by market monitoring and enforcement to 
ensure safe recycled products reach the market. Then lifecycle regulation and standards 
apply as for the primary product with the recycling organisation now being the body 
responsible for the product’s safe operation and duty of care. 
 
B Component reuse (hardware and software) 
In this case only product components are accepted for recycling by recycling organisations.  
Component checking and refurbishment needs to be undertaken against relevant standards 
complemented by market monitoring and enforcement to ensure safe recycled components 
reach the market. 
In this case extra care is needed if the refurbished components could be utilised in the 
repair or production of products other than the prime product. The characteristics and 
capabilities of hardware and software recycled components post refurbishment need to be 
clear for those who may select the refurbished items for use in their own primary products. 
 
C Recycling of materials  
In this case there is no reuse of primary product functionality that brings with it safety 
concerns. Materials recycling standards market monitoring and enforcement should be 
applied. 
 
D Consumer to consumer transactions for second hand products  
The NCF proposes that there should always be a clear distinction made based on cumulative 
annual transaction value applied to products and services ( like Airbnb ) which determines 
the divide between  

• consumers acting as individuals only Ref Di in Figure XX 

• consumers acting as a business ref Dii in Figure XX 
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In the case of consumers acting as individuals (Di ) the purchasing consumer has to make 
such purchases at their own risk , while consumers who pass the income threshold ( Dii ) 
should be treated as a recycling business and A above applies. 
 
Q15. How can we build in flexibility to the regulatory framework to adjust to changes in 
product lifecycles and technology, including changes in understanding of risk? How do 
businesses integrate safety considerations with other aspects of product regulation such 
as environmental considerations?  
 
The core NCF proposal is to build on a British Standard for consumer protection and a duty 
of care over a product’s lifecycle that can be applied to the harmful effects arising from 
personal harms and harms caused by the product in wider environments. 
 
In other words this will apply to a consumer product design lifecycle standard easily 
adaptable to 

- consumer protection from harms 
- consumer product sustainability and recycling 
- consumer product accessibility 
- consumer product fairness in transaction and lifecycle support 

 
and more as factors are identified. 
 
The lifecycle standard is to be built round assessment of the product design lifecycle for 
design that addresses foreseeable use, misuse and malicious use with the ability to 
demonstrate a duty of care across the lifecycle for all such factors above. 
 
16. For how long should responsibility for the safety of the product lie with the 
manufacturer? What responsibilities should apply to software integral to  
products, second-hand goods or supply of replacement parts?  
 
Greater clarity is needed regarding product durability, expected useful life and availability of 
software updates.   
 
For connected products ongoing design updates should be maintained for periods 
proportional to the installed base and when design support comes to and end user 
information on risks and use should be easily available to all. 
 

a) In the case of replacement hardware parts, the specifications and supply of these 
should be made available to all beyond ‘end of sale’ of the product so independent 
3rd parties can offer consumers choice of agent to repair. 

 
b) When support for either hardware or software ends then consumers should be 

notified of that with wherever possible advice on alternative sources of support or 
alternative products that may be available. 
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What responsibilities should apply to software integral to products, second-hand goods, or 
supply of replacement parts?  
 

c) In the case where the software functionality support ends then there should be a 
regulatory requirement for the hardware and its software (unsupported ) to be able 
to work “off net” still providing useful and safe functionality. 

 
When companies cease trading there are problems of business continuity. Regulation 
should ensure that a) b) and c) are provided and enforced with back up insurance schemes if 
necessary.   
 
Q 17. How is enforcement of product safety changing in light of new products (e.g., 
connected devices, 3D printed) and new ways of distributing products (e- commerce, 
sharing economy). What are the greatest challenges?  
 
See Figure 4 provided with NCF response to Q3 
 
Enforcement should maintain a strict focus on actual product design and its actual 
performance in avoiding or minimising harms. Where products make use of digital 
functionality with frequent design updates, both to fix issues and to further enhance 
functionality, assessment and enforcement needs to address:- 
 
Product testing when the product first comes to market in order to prevent unsafe / 
harmful products reaching the consumer. To do this validation of products against relevant 
product functionality and design specifications should be undertaken. 
 
However, due to the ongoing design change the national monitoring and enforcement 
system needs to be able to assess any part of the product lifecycle should monitoring flag 
real harm issues associated with the product. 
 
As is illustrated in Figure 4 earlier the design and functionality requirements feed into the 
products initial design and are validated at first release to market. This is then followed by 
checks and validation of any of the lifecycle activities to check that foreseeable use, misuse 
and malicious use have been suitably catered for and a duty of care exercised by the 
designer/manufacturer. 
 
18. How well does the current system for corrective action and recalls system work? How 
could the regulatory framework better support it? 
  
The NCF proposes the following improvements: 
 

a) A publicly accessible single central source of product safety issues, recalls and 
withdrawals 

b) For network connected products a regulatory requirement for products to provide in 
their functionality inbuilt consumer notification of recalls or withdrawal applicable to 
their design level of the product. 
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c) Product designers/producers to provide safety and recall data to be reported to that 
single national resource in a)  

d) Given the current loose interpretation of risk assessments improved risk assessment 
standards 

e) Regulation requiring product review sites who collect consumer feedback to publish 
safety related data that can be analysed by specialists 

 
Q 19. When it comes to product enforcement, how well does the system deliver 
transparency and confidence while maintaining confidentiality? Please explain.  
 
The NCF is pleased that OPSS looking at improved data for example accident data collection. 
 
However, a lack of data overall is a significant handicap so that currently the provision of 
protective transparency is not really possible.  
 
Low confidence from consumers 
Ref Q 21 and “business friendly” the system needs to be friendly to “the good suppliers” not 
the rogues or those who fall behind in keeping up with regulation and good practice. 
 
It is when things go wrong that hidden costs to the economy come about.  These hidden 
costs are not measured with the result that £10’s billions of pounds of value add are lost 
through activities that try to put what should have been right but wasn’t. Taking a lean 
process view of the UK economy this is unproductive work and waste that we cannot afford 
as we try to increase productivity and global success. 
 
In the main these costs are not created by the good suppliers. To keep the level of poor 
supply to the consumer down, market surveillance has to be at a high enough level to be 
effective25.  
 
A mix should be put in place of greater site inspection for monitoring and enforcement 
across the supply base combined with better tools.  
 
The following charts in Figures 8 to 10 show the difference that different effective site 
inspection and enforcement action make.  
 
Figure 8 Early 2000’s Trading Standards Inspection Strategy (overview ) 

 
25 https://www.which.co.uk/policy/consumers/3851/ukenforcementsystems and 
https://www.unchecked.uk/wp-content/uploads/2019/09/The-UKs-Enforcement-Gap-1.pdf 
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Trading standards used to inspect the low-risk good guys about once every 10 years. This 
level of inspection was criticised by the Hampton report with no analysis of two factors 

• the rate of change of regulations – adding new and removing old – as happens 
across 10 years and the need to check that even the good suppliers were up to date 
and implementing properly 

• the propensity of even good people to slip behind if they are not checked up on 
 
The medium risk category was inspected about every 4 years. A necessary step to 
encourage them to come up to standard and to prevent them sliding further into bad 
practices causing harm 
 
High risk organisations were targeted for inspection about once a year. 
 
Figure 9 An example of current Care Quality Commission supply quality for high levels of 
inspection26 

 
26 https://www.cqc.org.uk/sites/default/files/20201016_stateofcare1920_ratingscharts.pdf  
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The CQC makes considerable use of inspections and surveys to maintain the quality of care.  
However the ability of Trading Standards has been severely  eroded in maintaining a similar 
diligence over ensuring quality of supply to consumers.  
 
Figure 10 – Past supply base quality measures when inspection rates were low. 

 
 
Although the information in Figure 10 is from old charts, these do illustrate how the supply 
side of the market deteriorates if regulations, monitoring, and inspection are inadequate 
 
The NCF would also propose that:- 
 

a) The support to businesses to do the right thing whether requested by the businesses 
or part of effective independent monitoring is clearly separated from enforcement 

b) Transparency is greatly increased (sunlight is a great disinfectant ) 
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20. What toolkit of enforcement duties and powers is needed for effective enforcement 
now and in the future? Do enforcement authorities have the right tools they need, 
including data availability, to do the job?  
 
This question addresses the same ground as the NCF response to the DCMS consolation of 
their National Data Strategy that directly relates to BEIS responsibilities and so we provide 
our proposals from that in Box 6 below. The detail is provided directly in line with the 
context provided in section 1.  
 
Box 6 – Data and enforcement tools for the 21st Century 

NDS Question: Which sectors have the most to gain from better data availability? Please 
select all relevant options listed below, which are drawn from the Standardised Industry 
Classification (SIC) (https://onsdigital.github.io/dp-classification-tools/standard-industrial- 
classification/ONS_SIC_hierarchy_view.html) codes. 

 
Question … has only examined the supply side of the economy. A complete National Data 
Strategy also has to take into account the demand side of which the consumer sector is 
approximately 80% of GDP.  
 
We have demonstrated in our scene setting sections, that consumer demand is by far the 
greatest influence on the economy and further, that providing good quality goods and 
services to the UK consumer can place UK Industry in an improving global competitive 
position. 
 
So, for the consumer sector and in support of the national quality infrastructure with 
continuous improvement, all consumer supply sectors should have available data to support 
the development and improvement of consumer offerings through: 
 
Plan – with a focus on understanding consumers and how well their needs are being met 
 
Research programmes need to include: 

• Consumer harms: physical, emotional and financial  – qualitative and quantified 

Note: the scale of consumer harms is a measure of how much the good suppliers 
i.e. decent ethical UK businesses are being squeezed out of market share and 
income by those who cheat on law and regulation while destroying consumer 
confidence in the market, products and services. 

• Identifying actual consumer behaviours.  

• Supplier good and bad behaviours. 

• Identifying the behaviours and methodologies of malicious parties 

• Changes in consumer demand in both public and private sectors. 

• Technology innovations that impact the way that consumers behave – examples 
would include social media 

• How technology innovations could be exploited by malicious parties – examples 
would include mis-selling on the Internet and false information on social media 

• Research into foiling or at least mitigating the actions of malicious parties 
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• Data for each Government department and regulator with respect to each consumer 
right :- 

▪ Data re: the satisfaction of basic needs and the effectiveness of 
programmes to address basic needs 

▪ Data re: product and service safety and the effectiveness of 
programmes to address product and service safety 

▪ Data re: the degree of consumer information and understanding and 
the effectiveness of programmes to address consumer information 
provision 

▪ Data re: the scope of consumer choice and the effectiveness of 
programmes to address enhancing consumer choice  

▪ Data re: the degree of consumer participation in policy development 
and regulation and the effectiveness of programmes to address 
enhancing consumer participation.  

▪ Data re: the degree of consumer detriment and the effectiveness of 
redress and the effectiveness of programmes to address enhancing 
consumer redress 

▪ Data re: the degree of consumer education available, its uptake and 
effectiveness and the effectiveness of programmes to improve  
consumer education including education in the digital consumer 
issues associated with each department and regulator.  

▪ Data re: consumer consumption producing CO2 and other climate 
change and environmental factors like plastic bag use in private 
consumption and the effectiveness of programmes to improve the 
consumer impact on a sustainable environment  

Do – with a focus on law, regulation, standards,  
 
Law and regulation 
Law and regulation creation and removal to be supported by application programmes that 
can assess the impact of legislation. Such impact assessment, by supporting applications, 
needs to incorporate known behaviours and changes that come about from the less well 
intentioned to avoid fair and ethical behaviour. 
 
Also, data analysis of market evidence to identify obsolete unneeded laws and regulations. 
 
Standards 
The National Data Strategy should provide data access to research for standards makers 
who have good stakeholder engagement to support the creation of better UK standards. 
 
Check – with a focus on market monitoring ( see also Q 11 with respect to Artificial 
Intelligence applications ) 
 
Introduce market monitoring data applications  

- To increase market surveillance prioritised by those areas demonstrating high 
levels of consumer harm  
 - To lower market surveillance costs 
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- To produce statistics on the quality of the supply side of each sector ( low, medium 
and high risk providers ) A good example of current practice is the role and reports of the 
Care Quality Commission27  
 
Act – with a focus on enforcement action 
 
Note: enforcement action can include correction of faulty work or products as well as taking 
legal action. Enforcement action is undertaken for individual organisations.  
 
Digital enforcement tools 
With digital activity so embedded in the economy, enforcement agencies need good digital 
forensic tools to investigate and gather evidence for enforcement action. These tools need 
to be designed to cope with digital falsification and avoidance actions by suspect 
organisations. 
 
Digital enforcement could span from collecting evidence against online retailers selling 
unsafe goods, to use of false photographs in house building and home improvement  
inspection, to misuse of consumer data without consent or for illegitimate purposes.  
 
It should be borne in mind that consumers can become their own enforcers using social 
media. 
 
Unsafe goods and services data 
When it comes to enforcement action, or even voluntary mitigation action by suppliers, 
independent data on tests of products should play a vital role in any evidence database. 
 
The National Data Strategy needs to include the maintenance of a database on specific 
goods and services, design levels, tests, investigations and harms. In practice this is likely to 
need to start with existing data sets and then prioritisation of those areas for database 
development where consumer risks and harm are greatest. 

 
The technical complexity of products with digital functionality 
The technical complexity of products with digital functionality means that the ability of the 
individual consumer to prove causation between poor product design and safety incidents 
which have caused them harm is virtually impossible. The ability of Trading Standards to 
acquire the digital capability necessary take time and considerable public investment. 
Further skills reward and retention would make maintaining that capability a significant 
cost. 
 
The NCF would prefer an independent public body to be able to undertake all that was 
needed for digital safety. However, we take a more pragmatic approach and would propose 
that a stronger role be created through legislation for the professional digital organisations 
to investigate products for digital vulnerabilities and defects. The role of business models for 
any independent experts needs to be considered for commercial sustainability. 
 

 
27 https://www.cqc.org.uk/sites/default/files/20201016_stateofcare1920_ratingscharts.pdf  
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This type of approach has already been put to DCMS in the NCF response below in Box 7 to 
DCMS consultation “Consumer Internet of Things - Security by Design of Consumer IoT 
products. Department for Digital, Culture, Media & Sport Consultation on Consumer 
Product Security – 2019 
 
Box 7 The NCF proposal for independent experts 

In that consultation we proposed for their security perspective:  
“The fines levied should cover any government administration and enforcement costs and 
provide a level of funding for a “bounty” available to non-governmental “bounty hunters” to 
test and uncover the consumer products that fall below the bar set.  ‘Bounty hunting’ 
rewards are part of the security practices in the market currently where bounties are 
offered by legitimate businesses (and the criminal environment ) and as such would not 
constitute a completely new practice for the security world. 

 
Discussion - applicability of making use of ‘white hat ‘hackers and independent security 
experts for digital product safety. 
 
For product security there are established business models where commercial firms reward 
independent experts for discovery of vulnerabilities of which the company was unaware. 
Such rewarding behaviour seems less likely from smaller product companies nor their ability 
to sustain large penalties. So this type of market behaviour may be more problematic in the 
case of product safety when dangerous product operation may not be identified until 
consumers experience real harm.  
 
In such cases high levels of expertise in digital forensic investigation of the code and product 
design would be needed to establish causality and liabilities.  
 
 
Q 21. How could greater use of technology and innovation support more effective, 
business friendly enforcement and compliance?  
 
This question addresses the same ground as the NCF response to the DCMS consultation of 
their National Data Strategy that directly relates to BEIS responsibilities and so we provide 
our proposals from that in Box 8 below 
 
 
Box 8 – Helping SME’s with innovation and compliance 

NDS Question: What could central government do beyond existing schemes to tackle the 
particular barriers that small and medium-sized enterprises (SMEs) face in using data 
effectively? 

Data sharing for SME’s 
In terms of sharing data to be more effective and creating more competitive SME’s, 
especially for international markets, the Government should implement national databases 
for SME’s with structured knowledge that can be used to assist with product and service 
design providing data such as : 

- relevant regulations ( UK and overseas ) and  
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- standards,  
- known consumer needs and behaviours and  
- ethical practices.  

Note: Supported with access to expert advice and guidance where necessary to help SMEs 
interpret the data. 
 
The assembly of such data is expensive and often beyond the capabilities or affordability for 
smaller companies. Common access across the country, whether truly open or to accredited 
businesses, would help the levelling up agenda while bringing better ‘fit for purpose’ UK 
products to the consumer market.  
 
Reducing regulatory compliance costs for SME’s 
Whether for private, public or voluntary sector organisations, organisational software can 
both assist in the day to day operations of a business / organisation but also, if made part of 
the National Data Strategy, such software can be designed to deliver regulatory compliance 
data “at the touch of a button”.  This practice is already established in some sectors28 and 
those sectors or regulations that are not already supported in this way by operational 
software would need to be identified.  
 
The NCF would propose that the NDS includes programmes to work with sector software 
companies to embed / enhance wherever possible regulatory compliance proof as outputs 
from their sector’s SME software. 

 
22. When it comes to product liability, do consumers have the right tools and information 
to take action on their own behalf? Please explain.  
 
NO – see the NCF response in OPSS Q20’s section on product digital complexity and making 
use of independent digital experts. 
 
Q 23. Does the current framework adequately protect all people in society, including 
vulnerable groups and those with particular needs? And could it be improved?  
 
The current system is not easy for consumers all round and if you are not well off or you are 
having to deal with some sort of vulnerability or consequence of someone else’s harmful 
actions finding time and resources to help make your case provides greater barriers those 
affected. 
 
Those with fewer financial resources are forced to buy in price, and so whatever the price 
products should be safe.  To back this up effective enforcement as a deterrent is also vital. 
 
Q 24. Are there any examples of, or issues where, the impact of regulation is different for 
people from different groups in society?  
 
The NCF proposes that the issues between home owners and renters, leaseholders and  
freeholders in flats are fully examined for equality of treatment under regulation. 

 
28 https://www.bbc.co.uk/news/technology-54706263  
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Q 25. How can we ensure the processes for consumer recourse are accessible to all kinds 
of consumer?  
 
The regulatory system should be enhanced especially for monitoring and enforcement 
activities. Currently, consumers who suffer harm from the goods and services they purchase 
have very limited recourse to redress.  
 
There needs to be far greater emphasis on pro-active monitoring and enforcement to 
minimise harm.  
 
The NCF also proposes that consideration be given to with stronger class action law and the 
use of independent digital experts. 
 
 
 

- End - 
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